Genera Order 93.06 - 02/19/02
Facid Recognition Utilization/Procedures

Purpose:

The Virginia Beach Police Department is committed to the safety and security of the citizens and
vidtors of Virginia Beach. To ensure this commitment, the Virginia Beach Police Department
congtantly dtrives to research and utilize the latest technology to enhance the performance of
departmental members. To that end, the Department is enhancing its current video technology
cgpabilities with the introduction of Biometricsin the form of facid recognition technology.

Definition

1.

Biometrics- Automated methods of recognizing and identifying aperson based on physiologica or
behaviora characteridtics such as fingerprinting, voice patterns, or facid recognition.

2. Facid Recognition Technology - The automated process of converting an image or photo into a
mathematica, computer agorithm as a bass for recognition and potentia identification. The
software creates adigitd map of an individud’ s face by trandating the contoursinto mathemetica
formulas that are nearly as distinguishable as fingerprints.

Procedures:

1. Database:

A photographic database of wanted criminas with outstanding felony warrants, or certain
misdemeanors that involve violence (i.e., assallts, etc.), reported missing persons, and reported
runaways, will be created using photographs of those persons meeting the above criteria. The
database may include persons meeting this criteriawanted by law enforcement agencies other than
the Virginia Beach Police Department. Additiondly, photographs of department personnd, city
leaders, or citizen volunteers may be entered into the system with their permisson to serve asa
verification sygem. This database will be utilized with the Facid Recognition Technology (FRT)
and the Oceanfront CCTV camera systems.

Persond images, with aminimum threshold of 14 match points, cgptured by the camerasystem will
be compared to those in the database. Thoseindividua images found to match awanted person,
runaway or missng person, or test subjects will be maintained until such time that the image no
longer meets the above stated criteria. All other individua images will be immediately discarded.



Alert Procedures;

When the Camera Monitoring Officer (CMO) receives an dert of a possible hit, he will view the
two (2) photographs digplayed to confirm that the software has identified a subject within the
database. The CMO shdl maintain a CMO Monitor’s Log that will be utilized to document any
dertstha may beregistered by the FRT system. Thiswill includedl hits, encounters and the find
disposition of any encounters. Inadditiontothislog, the CMO shdl also completeaFRT Hit form
in the event positive identification and an arrest is made based on the technology.

Upon visudly confirming the photograph isapossble maich, the CMO will determinethe nature of
the dert (i.e, wanted person, runaway, or missing person). Based on the nature of the dert, the
CMO will smultaneoudy contact the nearest patrol officer and an On Duty First Line Supervisor
and advise of the potentid hit and the nature of the dert. Upon this notification the CMO shal
implement the appropriate responses depicted as follows:

A. Wanted Persons - After confirming the hit, the CMO will notify the closest uniformed
officers of the dert, description of the subject, the specific charges, and the direction of
trave. The CMO will thenimmediately confirm the existence and |l ocation of thewarrant/s.

After confirming the existence and location of the warrant/s, the CMO will notify the
reponding officers of that information. While confirming the warrant/s, the CMO will dso
obtain any additiond information that may asss responding officersand ensure thelr sefety,
the safety of the subject to be encountered, as well as any bystanders.

The responding officerswill locate and approach the possible subject based on Ressondble
Suspicion, and conduct an “investigatory” stop (Terry v Ohio). It isimperative that the
officers remember that thisencounter isfor investigative purposes only and that thedert or
hit with the FRT is not probable cause for an arrest. At the earliest opportunity, the
officer(s) will provide the citizen with an explanation of why they were stopped.

The officer(s) will take the necessary investigative stepsto determineif the subject isinfact
wanted. If the officer(s) determine that the subject of their encounter is not wanted he will
be given a brief explanation for the encounter and immediatdly released. If the subject is
confirmed as being wanted, the subject will be immediately teken into custody in
accordance with existing policy and procedures. The officers shdl immediately notify a
supervisor and the CM O of thefina digposition of the encounter and the actionsthat were
taken.

The arresting officers shal process the prisoner in accordance to existing policy and
procedures and they shdl fax acopy of the tracer report to the CMO for documentation
purposes. The CMO shall complete a FRT Ht form documenting the encounter and
arrest.

B. Runaways - After confirming the hit, the CMO will confirm the status of the runaway



through NCIC and/or PISTOL. The CMO will dso contact Juvenile Intake and confirm
the existence of an active pick up order. The CMO will aso request any additiond
information from the Intake worker that may assst and ensure the safety of the responding
officers, bystanders, and the juvenile to be encountered.

The officers will gpproach the juvenile and using an investigatory stop, determine if the
juvenileisin fact the runaway. If the juvenileis not the runaway and if there are no other
underlying reason or causes for detention (curfew, etc.), the juvenile will be given a brief
explanation for the encounter and released. If thejuvenileisdetermined to be the runaway,
they will be taken into custody in accordance with existing policies and procedures and
trangported to juvenile inteke. The CMO and supervisor will be notified of the find
digposition of the encounter. The CMO will document the encounter as described above
with due regard to the juvenile status of the offender.

Missing Persons- The same procedures shdl apply with theidentifying and encountersof a
missng person. The CMO &fter confirming the hit shal attempt to confirm the IBR

(Incident Based Reporting) for missing persons and any other information such asmedica

condition or other factors. The responding officers shdl conduct an investigatory stop to
determine the identity of the subject and take the appropriate action. If the person

gpproached is not the missing person, they will be given a brief explanation for the
encounter and released. The supervisor and CMO will benatified of thefind disposition of

the encounter.

Federal Bureau of Investigation Terrorist Most Wanted List - The FBI maintainsalist of
subjectsthat are wanted for questioning or have active federd warrants on file, regarding
terrorist activities and/or threets. Images of individuas on thislist will be entered into the
database with the appropriate FBI dertsand contact numbers. The CMO will check with
the FBI on a daily basis to determine status of the individuals on the list and remove or
enter images as required by this policy.

Externd Digitized Images - TheVirginiaBeach Police Department currently utilizesdigital
technology to capture digitd video and till images by use of handheld video and ill

caneras. The use of this technology alows for more mobility, which furthers the
capabilities of the Facia Recognition Technology. 1n the event that a subject meeting the
criteria outlined in this policy is located outsde of the viewing area of the fixed FRT

cameras, their digital image may be captured by handheld digita recording devices and
entered into the database for processing. If an dert is received, the proper response
outlined in this policy will beimplemented. In the event that thereisno dert, theimage will
beimmediady removed from both the FRT system aswell asthe recording mediaused to
cgpturetheimage. Theuseand input of externd digita imageswill only be utilized with the
goprovd of the Commanding Officer of the Second Police Precinct or the Commanding
Officer of Specid Investigations, or their designees.



Random externd digitized images of persons and/or crowds will not be entered into the
FRT, for any reason. A request for use of the FRT with externd digital images, will be
noted in the FRT log with the specific reason for the request. In addition, the CMO will
complete the FRT Alert form.

CMO Alert/Encounter Logs.

The CMO will maintain alog for documenting dl dertsand encountersthat areadirect result of the
FRT System. Theselogswill be reviewed on aweekly basis by the Second Precinct Lieutenant
who shdl submit a monthly report to the Chief of Police viathe Chain of Command. Theselogs
shall be maintained at the Second Police Precinct for three (3) years and shall be disposed of, in
accordance with existing policies and procedures.

Systems Operation:

Under norma operaions criteria, the CMO will ensure that the Facid Recognition System is
operating in its automatic mode and receiving inputs from the two dedicated cameras. The CMO
will not manualy cause the system to target any individuals unlessthey are searching for awanted
person who has been specificdly identified by citizens, alaw enforcement officer, or other verifiable
means, or missng persons who have been reported by citizens and/or police officers.

Under no circumstances will members of the CMO or any other Department member dlow the
system to be operated in a manner that could be construed or perceived as being discriminatory
towards anyone based on race, gender, ethnicity, or any other non-crimind criteria

Security:

Therewill bemultiplelayersof security, which prohibit unauthorized entry or remova of information
fromthedatabase. Only sworn police officers specificaly identified and authorized inwriting by the
Chief of Police shall have access to the catabase. The identified officers will have the sole
respongbility for entering imagesinto the database and ensuring that all those in the database meet
the governing criteria on an ongoing basis. Thiswill require congtant verification of warrants and
other investigative reporting for runaways and missing persons.

The systemwill aso be password protected with only authorized officers possessing the password.
As an additiond level of security, the password will be changed at least every 180 days by the
system adminigtrator.

Finally, to ensure no unauthorized entry into the database, the system will be astand-adone system
and not connected to any LAN/WAN. Information in the database will not be shared with anyone
without the expressed approval of the Chief of Police.

Entry/Vdidation:



The CMO will receive adaily report from Police Services liging al new felony warrants issued.
After receiving thelisting, the CMO will coordinate with Forensic Services Unit and/or the Sheriff’s
Department Centrd Booking Unit to determine if a photograph of the subject is available. If a
photograph isavailable, it will be requested and entered into the system after the CMO ensuresiit
meets al applicable criteria

To ensure current and accurate data, the CMO will dso receive areport daily from Police Services
detailing the warrants served for the previous 24 hours. The CMO will compare the warrants
served with the database to ensure that images of those individuals arrested are removed.

Audit;

Theprecinct lieutenant responsiblefor cameraoperationswill conduct quarterly auditsto ensuredl
policies and procedures concerning the Facid Recognition Technology System is functioning
properly. A report of thisaudit will be provided to the Chief of Police and maintained inthe grant
documentation.

Additiondly, random auditswill be conducted by the Facid Recognition Program Citizen Advisory
and Audit Committee. Between the dates of May 1st and September 30", the Committee will
conduct monthly audits. During the remaining months between October I and April 30", the
Committeewill conduct quarterly audits. Committee memberswill have complete and open access
to databases, dert/encounter logs, and any other documentation pertaining to thefacial recognition

program.

Membersof the audit committee will provide awritten report utilizing the Facid Recognition Audit
Form outlining thelr findings, assessment, and recommendations to the Chief of Police within 48
hoursof any audit/review they conduct. Copiesof these reportswill be maintained with other grant
documentation and utilized during the ongoing evauation process.



Facial Recognition Alert and Encounter Report

Date of Alert: Timeof Alet:

CMO Name and Code: Supervisor Notified:

Sysem Veification Alert: ~~ Yes ~ No Test Officer Name/Code:

Natureof Alert: _ Wanted Persons ___ Runaway ____Missing Person
If Warrant: _ Fdony __ Misdemesanor
Specific Charges:

Additional Information/Caution Indicators:

Alert Verification: _ Yes No (If no, reason):

Warrant/Pickup Order Confirmed: Y N Clerks Name:

Name and Code of Officers Notified:

Date of Encounter: Time of Encounter:

Location of Encounter:

Problems with Encounter (if any):

Fina Digposition of Encounter: _ Arregt ___ Reeased
Arrest Direct Result of FRT: __ Yes  No Additiond Charges (if any):

If No, What was arrest based on?:

Miscdlaneous Information:

CMO Signature:

Date and Time:

Lieutenants Sgnature:

Daeand Time







Facial Recognition Alert/Encounter L ogbook

Date

Time

Alert
Type

Location

Supervisor
Code

Officars
Code

Find Digpogtion

CMO
Code




MEMORANDUM

DEPARTMENT OF POLICE

CITY OF VIRGINIA BEACH, VA

To: Chief of Police A.M. Jacocks Jr.

From: Facia Recognition Committee Members:
Date:

Subject: Facid Recognition Technology Audit

Facial Recognition Audit Form

Date and Time of Audit:

Name of CMO/Code: Supervisor/Code:
Name of Auditor: Second Auditor:
FR Alert and Encounter Reports | nspected: Yes _____No
Comments:

FR Alert and Encounter Logbook | nspected: Yes No

Comments,




Database Integrity/Security Within Policy: Yes No

Comments:

Facility Security Within Policy: Yes No

Number of Random Pulls; # Number of Veifications: #

Comments, Suggestions, and/or Recommendations:.

Signatures: Date:

*Forward a copy to the Second Precinct FRT Coordinator



